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Abstract

We propose a new routing technique called Security-Aware
ad hoc Routing (SAR) that incorporates security attributes
as parameters into ad hoc route discovery. SAR enables the
use of security as a negotiable metric to improve the rele-
vance of the routes discovered by ad hoc routing protocols.
We develop a two-tier classification of routing protocol se-
curity metrics, and propose a framework to measure and en-
force security attributes on ad hoc routing paths. Our frame-
work enables applications to adapt their behavior according
to the level of protection available on communicating nodes
in an ad hoc network.

1 Introduction

Wireless ad hoc networks have been proposed to support dy-
namic scenarios where no wired infrastructure exists. Most
ad hoc routing protocols are cooperative by nature [1], and
rely on implicit trust-your-neighbor relationships to route
packets among participating nodes. This naive trust model
allows malicious nodes to paralyze an ad hoc network by
inserting erroneous routing updates, replaying old routing
information, changing routing updates, or advertising incor-
rect routing information [2, 3]. While these attacks are pos-
sible in fixed networks as well, the nature of the ad hoc en-
vironment magnifies their effects, and makes their detection
difficult [4].

The characteristics of an ad hoc network demand new
metrics for routing. Traditionally, distance (measured in
hops) is used as the metric in most ad hoc route-discovery
algorithms (e.g., AODV [5], DSR [6], TORA [7] etc.). The
use of other metrics (e.g., geographic location [8], signal sta-
bility [9] etc.) can improve the quality and the relevance of
the routes discovered for particular applications and config-
urations. Along these lines, we explore the use of different
security attributes to improve the quality of the security of
an ad-hoc route. In this paper, we present “Security-Aware
ad-hoc Routing (SAR)”, an approach to routing that incor-
porates security levels of nodes into traditional routing met-
rics. Our goal is to characterize and explicitly represent the
trust values and trust relationships associated with ad hoc
nodes and use these values to make routing decisions.

In addition to determining a secure route, the information
in the routing messages must also be protected against alter-
ation that can change routing behavior. In this paper, we an-
alyze the security of ad hoc routing algorithms with respect
to the protection associated with the transmission of rout-
ing messages. We identify the attributes of a secure route

and define appropriate metrics to quantify the level of se-
curity” associated with protocol messages. These metrics
are adapted from their equivalents in security of wired rout-
ing protocols [10, 11, 12].

In the rest of this paper, we present our motivation and
the generalized SAR protocol for secure route discovery,
update, and propagation. We then briefly describe our threat
model, develop an attack classification, and validate our pro-
tocol against this model. Finally, we describe our experi-
mental test bed and present our simulation results and con-
clusions.

2 Motivation

While the dynamics of ad hoc routing protocols have been
well researched, the security issues and concerns have not
been addressed in depth. In this section, we exemplify the
need for security awareness in an ad hoc network at the
routing level with a battlefield communication scenario. In

Range

Figure 1: Security-aware Routing - Motivation

Figure 1, two generals establish a route using a generic on-
demand ad-hoc routing protocol. During the mission, the
generals detect that some of the privates have defected. The
generals decide that they can only trust nodes owned by of-
ficers to route their packets. Relaying these messages us-
ing potentially compromised nodes can leak information to
untrusted entities and jeopardize the mission. Even if the




generals encrypt the information flowing between them, the
fact that they are communicating may disclose that a strike
is imminent. Using SAR, the generals can route around the
problem nodes and establish an alternate route with greater
security guarantees. The sending general’s route discovery
protocol embeds the rank of the node as a metric in its nego-
tiation and tries to establish a route that avoids all privates.
If the protocol can find the route, as shown in Figure 1, a
session passing through only the officers is set up. If the
protocol fails to find a route with the required security at-
tributes or “quality of protection”, it sends a notification to
the sender and allows re-negotiation.

From this example, we observe that the senders or proto-
col initiators can make informed decisions about the “qual-
ity of protection” available to their data packets by embed-
ding security attributes into the route discovery protocol it-
self. Furthermore, the quality of protection offered by the
route directly affects the security of the data packets ex-
changed between the nodes on a particular route. Route up-
dates and route propagation messages are also protected by
this technique.

3 Security Aware Ad Hoc Routing (SAR)

We present a general description of our protocol and its be-
havior and enumerate the metrics we employ to measure the
quality of security of an ad hoc route discovered by our pro-
tocol. Originally, ad hoc routing protocols were based on
modifications or augmentations to traditional routing proto-
cols for wired networks [13]. These protocols send updates
and react to topology changes, using monitoring and other
infrastructure support to maintain routing tables. Current re-
search focuses on pure on-demand[6, 5] routing protocols,
and more recently, on augmentations that exploit additional
information available on the ad-hoc nodes[8, 9, 14] to im-
prove the quality of routes and reduce performance over-
heads.

Most of the protocols that have been proposed so far fo-
cus on discovering the shortest path between two nodes as
fast as possible. In other words, the length of the routes
is the only metric used in these protocols. Some proto-
cols trade performance and simplified management to obtain
bounded sub-optimal paths to speed up the route discovery
process[15, 16]. However, the protocol metric is still the
length of the routes, measured typically as hop-count. In
this paper, we contend that that there are applications that
require more than just the assurance that their route has the
shortest length. We argue that applications must be able to
specify the quality of protection or security attributes of their
ad hoc route with respect to metrics that are relevant to them.
Our approach shares some similarity with the policy-based
routing protocols for QoS[17].

3.1 Protocol

For simplicity, we assume that the base protocol is an on-
demand protocol similar to AODV or DSR. In the original
protocol, when a node wants to communicate with another
node, it broadcasts a Route Request or RREQ packet to its

neighbors. The RREQ is propagated to neighbors of neigh-
bors and so on, using controlled flooding. The RREQ pack-
ets set up a reverse path to the source of the RREQ on in-
termediate routers that forward this packet. If any interme-
diate node has a path already to the RREQ destination, then
this intermediate node replies with a Route Reply or RREP
packet, using the reverse path to the source. Otherwise, if
there exists a route (or connectivity) in the ad hoc network,
the RREQ packet will eventually reach the intended destina-
tion. The destination node generates a RREP packet, and the
reverse path is used to set up a route in the forward direction.

In SAR, we embed our security metric into the RREQ
packet itself, and change the forwarding behavior of the pro-
tocol with respect to RREQs. Intermediate nodes receive an
RREQ packet with a particular security metric or trust level.
SAR ensures that this node can only process the packet or
forward it if the node itself can provide the required security
or has the required authorization or trust level. If the node
cannot provide the required security, the RREQ is dropped.
If an end-to-end path with the required security attributes
can be found, a suitably modified RREP is sent from an in-
termediate node or the eventual destination. SAR can be im-
plemented based on any on-demand ad-hoc routing protocol
with suitable modification. In this paper, we use AODV[5]
as our platform to implement SAR.

3.2 Behavior

Our modification to the traditional ad hoc routing protocol
changes the nature of the routes discovered in an ad hoc
network. The route discovered by SAR between two com-
municating entities may not be the shortest route in terms
of hop-count. However SAR is able to find a route with a
quantifiable guarantee of security. If one or more routes that
satisfy the required security attributes exist, SAR will find
the shortest such route. If all the nodes on the shortest path
(in terms of hop count) between two nodes can satisfy the
security requirements, SAR will find routes that are opti-
mal. However, if the ad hoc network does not have a path
with nodes that meet RREQ’s security requirements, SAR
may fail to find a route even if the network is connected.

3.3 Protocol Metrics

In this subsection, we enumerate different techniques to
measure or specify the quality of security of a route discov-
ered by our generalized SAR protocol. The first technique is
the explicit representation of trust levels using a simple hi-
erarchy that reflects organizational privileges. The next sub-
section enumerates the different techniques used to protect
the integrity of routing messages in fixed-routing protocols.

3.3.1 Trust Hierarchy

SAR provides applications the ability to incorporate explicit
trust levels into the route discovery process. Most organiza-
tions have an internal hierarchy of privileges. For example,
in our battlefield scenario, the military ranks of the users of
the ad hoc nodes form an explicit partial-ordering of privi-
lege levels. A simple way of incorporating trust levels into



ad hoc networks is to mirror the organizational hierarchy,
and associate a number with each privilege level. These
numbers represent the security/importance/capability of the
mobile nodes and also of the paths. Simple comparison op-
erators can sort these levels to reflect their position in the
actual hierarchy. Another alternative is to use what we call
the QoP (Quality of Protection) bit vector. For example, if
mobile nodes in a network can support four different types
of message protection, we can use a four bit vector to repre-
sent these message types.

However, what is more important is that this trust level or
protection should be immutable. A node with a lower trust
level cannot arbitrarily change its trust level, or change the
trust level of the RREQ request it forwards. To provide this
guarantee, many techniques can be employed. If keys can
be distributed a priori, or a key agreement can be reached
by some form of authentication, the simplest technique is
to encrypt the portion of the RREQ and RREP headers that
contain the trust level. If all the nodes in a trust level share a
key, then any node that does not belong to this level cannot
decrypt or process the packet, and is forced to drop it. If a
node is compromised, tamper-proofing can prevent attack-
ers from learning the values of the keys. In this paper, we
leverage related research in key management for ad hoc net-
works and assume that some mechanism to distribute keys
and share secrets is already in place.

3.3.2 SecureRouting Metrics

We develop our notion of the “level of protection” associ-
ated with security of information in transit in routing proto-
col packets. Specifically, in SAR, the aim is to protect any
information or behavior that can update or cause a change
to the routing tables on cooperating nodes involved in an ad
hoc routing protocol. The definition of routing protocol se-
curity used here borrows from traditional security services
specifications for wired routing protocols [11]. For com-
pleteness, timeliness and ordering are added to the list of
desirable security properties that can eliminate or reduce the
threat of attacks against routing protocols. Techniques that
can be used to guarantee these properties are also described.
These are shown in Table 1. The following properties can be

Table 1: Secure Ad Hoc Routing - Properties

Property Techniques

Timeliness Timestamp

Ordering Sequence Number
Authenticity Password, Certificate
Authorization Credential

Integrity Digest, Digital Signature
Confidentiality Encryption

Non-repudiation | Chaining of Digital Signatures

integrated into routing protocol messages to prevent attacks
that exploit the vulnerability of unprotected information in
transit:

e Timeliness: Routing updates need to be delivered in a

timely fashion. Update messages that arrive late may
not reflect the true state of the links or routers on the
network. They can cause incorrect forwarding or even
propagate false information and weaken the credibility
of the update information. Most ad hoc routing proto-
cols have timestamps and timeout mechanisms to guar-
antee the freshness of the routes they provide.

Ordering: Out-of-order updates can also affect the cor-
rectness of the routing protocols. These messages may
not reflect the true state of the network and may prop-
agate false information. Ad hoc routing protocols have
sequence numbers that are unique within the routing
domain to keep updates in order.

Authenticity: Routing updates must originate from au-
thenticated nodes and users. Mutual authentication is
the basis of a trust relationship. Simple passwords [18]
can be used for weak authentication. Each entity can
append a public key certificate, attested by a trusted
third party to claim its authenticity. The certifying
authority can implement a password based login or
a challenge-response mechanism to authenticate the
identity in the first place. The receiving node can then
verify this claim by examining the certificate. One of
the problems in ad hoc networking is the absence of a
centralized authority to issue and validate certificates
of authenticity.

Authorization: An authenticated user or node is issued
an unforgeable credential by the certificate authority.
These credentials specify the privileges and permis-
sions associated by the users or the nodes. Currently,
credentials are not used in routing protocol packets,
and any packet can trigger update propagations and
modifications to the routing table.

Integrity: The information carried in the routing up-
dates can cause the routing table to change and alter
the flow of packets in the network. Therefore, the in-
tegrity of the content of these messages must be guar-
anteed. This can be accomplished by using message
digests and digital signatures [10].

Non-repudiation: Routers cannot repudiate ownership
of routing protocol messages they send. A major con-
cern with the updates is the trust model associated with
the propagation of updates that originate from distant
nodes. Ad-hoc nodes obtain information from their
neighbors and forward it to other neighbors. These
neighbors may forward it to other neighbors and so
on. In most existing protocols, nodes cannot vouch for
the authenticity of updates that are not generated by
their immediate neighbors. In order to preserve trust
relationships, it becomes necessary to form a chain of
routers (using signatures to protect integrity) and au-
thenticate every one in turn, following the chain to
the source. This is necessary because trust relation-
ships are not transitive. Alternative solutions that avoid



chaining include the path attribute mechanism devel-
oped for Secure BGP and secure distance vector rout-
ing [11, 12].

e Confidentiality: In addition to integrity, sometimes
it may be necessary to prevent intermediate or non-
trusted nodes from understanding the contents of pack-
ets as they are exchanged between routers. Encrypt-
ing the routing protocol packets themselves can pre-
vent unauthorized users from reading it. Only routers
that have the decryption key can decrypt these mes-
sages and participate in the routing. This is employed
when a node cannot trust one or more of its immediate
neighbors to route packets correctly, etc.

Each of these desirable properties has a cost and perfor-
mance penalty associated with it. Some options such as
enforcing access control to routing tables using credentials
and providing non-repudiation by chaining signatures are
extremely expensive and impractical to implement and en-
force in a generalized routing protocol. However, in sce-
narios where performance is not the driving factor, a route
with quantifiable security guarantees can be more relevant
than a shortest route. The purpose of this subsection was
to identify the desirable properties of a secure routing proto-
col. SAR uses security information to dynamically influence
the choice of routes installed in the routing tables. Applica-
tions can choose to implement a subset of these protection
guarantees, based on a cost-benefit analysis of various tech-
niques available to SAR in this decision making phase. In
Section 5, we describe a particular implementation of SAR
using AODV.

4 Protection

We develop an attack classification and itemize the protec-
tion offered by our protocol against attacks on the trust hier-
archy and the information in transit in the routing protocol
messages.

4.1 Trust levels

Attacks on the trust hierarchy can be broadly classified as
outsider attacksand insider attacks, based on the trust value
associated with the identity or the source of the attack. SAR
modifies the behavior of route discovery, tying in protocol
behavior with the trust level of a user. What is also needed
is a binding between the identity of the user with the asso-
ciated trust level. Without this binding, any user can im-
personate anybody else and obtain the privileges associated
with higher trust levels. To prevent this, stronger access con-
trol mechanisms are required. In order to force the nodes
and users to respect the trust hierarchy, cryptographic tech-
niques, e.g., encryption, public key certificates, shared se-
crets etc., can be employed. For example, all authenticated
users belonging to a trust level can share a secret key.
Traditionally strong authentication schemes are used to
combat outsider attacks. The identity of a user is certified

by a centralized authority, and can be verified using a sim-
ple challenge-response protocol. Various schemes, includ-
ing the application of threshold cryptography [2], techniques
for key sharing [19], and techniques for key agreement be-
tween multiple cooperating entities in dynamic collabora-
tive groups [20], have been proposed to tackle the lack of
a centralized authority in an ad hoc network. Our open de-
sign allows us to incorporate any of these mechanisms. For
example, if one key is used per level, the trust levels are
immutable and the trust hierarchy can be enforced. In our
implementation, for simplicity, we use a simple shared se-
cret to generate a symmetric encryption/decryption key per
trust level. Packets are encrypted using this key and nodes
and users belonging to different levels cannot even read the
RREQ or RREP packets. Any user or node that is an out-
sider cannot obtain this key.

Insider attacks are launched by compromised users within
a protection domain or trust level. The users may be behav-
ing maliciously, or their identity may be compromised (e.g.
key is broken etc.). Routing protocol packets in existing
ad-hoc algorithms do not carry authenticated identities or
authorization credentials, and compromised nodes can po-
tentially cause a lot of damage. Insider attacks are hard to
prevent in general at the protocol level. Some techniques
to prevent insider attacks include secure transient associa-
tions [21], tamper-proof or tamper-resistant nodes etc. For
example, every time a user wants to send a RREQ, the node
may require that users re-key a password, or present their
fingerprint for biometric analysis to prove their identity. If
the device is lost or captured by an unauthorized user, and
an attempt to send RREQs is made, this is detected by the
node. The node can then destroy its keys to avoid capture
(tamper-proofing).

4.2 Informationin Transit

In this subsection we examine specific threats to routing pro-
tocol information in transit. In addition to exploiting vul-
nerabilities related to the protection and enforcement of the
trust levels, compromised or enemy nodes can utilize the in-
formation carried in the routing protocol packets to launch
attacks. These attacks can lead to corruption of informa-
tion, disclosure of sensitive information, theft of legitimate
service from other protocol entities, or denial of network
service to protocol entities [22]. Threats to information in
transit include[23, 22, 24]:

e Interruption: The flow of routing protocol packets, es-
pecially route discovery messages and updates can be
interrupted or blocked by malicious nodes. Attack-
ers can selectively filter control messages and updates,
and force the routing protocol to behave incorrectly.
In SAR, a malicious node that interrupts the flow of
packets belonging to a higher or lower trust level can-
not cause an attack, because it is supposed to drop these
packets in any case. If a node filters packets that belong
to the same trust level as itself, the broadcast nature
of the communication channel can help in detection of
interruption attacks by other listeners within transmis-
sion range [3].



e Interception and Subversion: Routing protocol traffic
and control messages, e.g., the “keep-alive” and “are-
you-up?” messages can be deflected, rerouted. In
SAR, the messages are protected by the key manage-
ment infrastructure. In addition, the use of flooding
makes these attacks superfluous.

e Modification: The integrity of the information in rout-
ing protocol packets can be compromised by modify-
ing the packets themselves. False routes can be prop-
agated, and legitimate nodes can be bypassed. SAR
provides a suite of cryptographic techniques that can
be incorporated on a need-to-use basis to prevent mod-
ification. These include digital signatures and encryp-
tion.

e Fabrication: False route and metric information can be
inserted into legitimate protocol packets by malicious
insider nodes. In such a situation, the sender of the
RREQ may receive multiple RREPs. Currently SAR
picks the first RREP that arrives at the sender. The
sender can be modified to verify that the RREP has
credentials that guarantee the integrity of the metrics,
and repudiate the ownership of attributes by challeng-
ing the intermediate nodes. We plan to incorporate this
behavior in the future.

5 Implementation

In this section, we describe an implementation of SAR,
built as an augmentation to the AODV protocol in the ns-
2 [25] network simulator. SAR retains most of AODV’s
original behavior. SAR modifies the RREQ and the RREP
packet formats to carry additional security information. We
call our modified AODV protocol, SAODV (Security-aware
AODV).

In SAODV, RREQ packets have an additional field called
RQ_SEC_REQUIREMENT that indicates the required secu-
rity for the route the sender wishes to discover. This field is
only set once by the sender and does not change during the
route discovery phase. When an intermediate node receives
a RREQ packet, the protocol first checks if the node can sat-
isfy the security requirement indicated in the packet. If the
node is secure/capable enough to participate in the routing,
SAODV behaves like AODV and the RREQ packet is for-
warded to its neighbors. If the intermediate node cannot sat-
isfy the security requirement, the RREQ packet is dropped
and not forwarded. When an intermediate node decides
to forward the request, a new field in the RREQ packet is
updated. RQ_SEC_GUARANTEE indicates the maximum
level of security afforded by the paths discovered.

This approach opens the question of the effect of mali-
cious nodes in networks. Since it is not uncommon to as-
sume some mobile nodes will either be captured or com-
promised during operation [2], SAODV must provide a way
to guarantee the cooperation of nodes. This cooperation is
achieved by encrypting the RREQ headers, or by adding
digital signatures and distributing keys to nodes that belong
to the same level in the trust hierarchy that can decrypt these
headers and re-encrypt them when necessary.

The arrival of a RREQ packet at the destination indi-
cates the presence of a path from the sender to the re-
ceiver that satisfies the security requirement specified by
the sender. The destination node sends the RREP packet
as in AODV, but with additional information indicating the
maximum security available over the path. The value of the
RQ_SEC_GUARANTEE field in the RREQ packet is copied
to RP_SEC_GUARANTEE field in the RREP packet. When
the RREP packet arrives at an intermediate node in the re-
verse path, intermediate nodes that are allowed to partici-
pate, update their routing tables as in AODV and also record
the new RP_SEC_GUARANTEE value. This value indicates
the maximum security available on the cached forward path.
When a trusted intermediate node answers a RREQ query
using cached information, this value is compared to the se-
curity requirement in the RREQ packet. Only when the for-
ward path can guarantee enough security is the cached path
information sent back in the RREP. In addition, SAODV
also has support for digital signatures. If the application re-
quests integrity support, a new field to store the computed
digital signatures is included to the RREQ.

6 Performance Evaluation

This section presents a representative sample of the simula-
tion results collected using our SAODV implementation in
ns-2 network simulator. The simulation was run for differ-
ent security attributes, packet formats, traffic patterns, and
trust hierarchies. Across our experiments, we observe that
compared to AODV, SAODV sends fewer routing protocol
control messages for the same number of flows and the same
amount of application data. As a result, though the overhead
per control message is higher in SAODV, the performance
impact is sustainable.

6.1 Simulation Set-up

The results presented in this section are based on the simu-
lation set up for 50 nodes moving around in 670m by 670m
region. Nodes move according to the random way-point
model described in [26]. The 50 nodes are classified into
three levels (high, medium and low), each with 15, 15, and
20 nodes respectively. When a node sends out the RREQ, it
uses its own security level as the security requirement for the
route. In all measurements, the same amount of data (about
10000 packets) is sent, using the same number of flows (20),
and sending at the same rate. The simulation is run until all
flows complete sending.

Two different traffic patterns are used to drive the simula-
tions. Pattern 1 consists of 20 CBR flows. 10% of the flows
are between the high level nodes, 20% between the medium
and 70% between the low level nodes. Pattern 2 also has
20 CBR flows, but the distribution is 33%, 33%, 34% for
the high, medium, and low level nodes. The packet size is
512 bytes, and the sending rate is 4 packets/second. The
maximum number of packets in each flow is 500.



6.2 SAODV Processing Over heads

The original AODV protocol is used as a benchmark to study
the pure processing overheads of SAODV. The behavior
of SAODV and AODV cannot be compared directly, since
SAODV has larger RREQ and RREP packets compared to
AODV and all the nodes participating in the route discovery
must do additional processing. Initially, SAODV is config-
ured to do trust enforcement processing, but not drop RREQ
packets when required.

Compared to AODV, SAODV takes 1% and 3% longer to
finish with Patterns 1 and 2. This demonstrates that the pure
overhead of adding additional processing to enable security,
in the absence of dropping, is not prohibitive. We use this
SAODV without RREQ dropping, SAODV-D, as our base-
line for rest of the performance measurements.

6.2.1 Path Discovery

Next, we ran SAODV-D and SAODV with explicit trust val-
ues on the same traffic patterns to observe the difference
in protocol behavior. The number of paths discovered by
SAODV-D and SAODV and the number of paths that violate
the security requirement in SAODV-D were recorded. Since
SAODV-D hehaves like original AODV, some of the paths
found violated the security requirement. This is summarized
in Table 2. Though SAODV-D found more paths when the

Table 2: Number of Paths and Security Violations

| Traffic Pattern [1 ]2 ]
Paths by SAODV-D 93 | 95
Security violation by SAODV-D | 14 | 19
Paths by SAODV 80 | 73

trust levels were enforced, 14 and 19 of these paths respec-
tively were unusable. SAODV discovered fewer paths, but
these paths are guaranteed to obey the trust requirements of
their senders.

6.2.2 Routing Message Over heads

Table 3 shows the numbers of routing protocol messages in
SAODV-D and SAODV. We observe that there is a drop in
the number of RREQ messages sent in SAODV. This is be-
cause the RREQ is dropped and not forwarded when the in-
termediate nodes cannot handle the security requirement of
the RREQ packets. These results imply that SAODV gen-

Table 3: Routing Message Overhead

RREQ RREP Total

Traffic 1 2 1 2 1 2

SAODV-D | 2333 | 2566 | 107 | 102 | 2410 | 2668

SAODV 2285 | 1504 | 80 73 2365 | 1577

erates fewer routing messages, while enabling applications

to find more relevant routes. In the case of Pattern 1, there
was a decrease of 2% in RREQ messages and 25% in RREP
messages. For Pattern 2, the results were more accentuated
(41% in RREQs, and 27% in RREPS). This is due to the
fact that the trust hierarchy is more equitably distributed in
Pattern 2 and paths tend to be shorter.

6.2.3 Overall Simulation Timeand Transmitted Data

SAODV security restrictions may force packets to follow
longer but more secure paths and result in taking more time
to finish communication. The overhead of the protocol is
illustrated in Table 4, which shows the overall time to com-
plete transmission of all the traffic flows in both SAODV
with RREQ dropping and SAODV-D, and the total amount
of data transmitted. With RREQ dropping, SAODV takes

Table 4: Overall Simulation Time and Transmitted Data
Simulation Time | Transmitted Data

Traffic 1 2 1 2
SAODV-D | 2844 | 2918 10023 | 10022
SAODV 2911 | 2925 10028 | 10017

2.3% and 0.2% more time to finish in Patterns 1 and 2 com-
pared to SAODV-D. Although SAODV takes marginally
more time to finish communication, it still finds paths in
most cases and delivers almost the same amount of data
from senders to the receivers.

6.3 Secure Routing M easurements

The SAODV protocol is augmented with hash digests and
symmetric encryption mechanisms. The signed hash digests
provide message integrity, whereas encrypting packets guar-
antees their confidentiality. Nodes that have the same trust
level share the same encryption and decryption keys. The
MDS5 Hash algorithm and the Blowfish block cipher were
used for these measurements. \We present the measurements
for Pattern 1 only due to space constraints. The results for
Pattern 2 show a similar trend. The entire RREQ packet

Table 5: Routing Message Overheads for Secure Routing
RREQ | RREP
SAODV-D/E | 2225 77
SAODV-E 2175 74

SAODV-D/S | 2219 85
SAODV-S 2148 80

was encrypted, with the exception of the packet-type field.
The SAODV-D protocols reflect the overhead of adding the
extra field in the header. Control packets in SAODV-D/E
have same sizes as in SAODV-E and control packets in
SAODV-D/S do as in SAODV-D/E. In Table 5, we observe
that SAODV-E (SAODV with Encryption) and SAODV-S
(SAODV with Signed Hash) sent fewer RREQs and RREPs
than corresponding SAODV-Ds. This is because nodes that



were not capable of decrypting the encrypted RREQ pack-
ets, or could not verify the signatures, dropped these pack-
ets without forwarding. SAODV-E showed a 9.1% decrease
and SAODV-S showed a 17% decrease. This reinforces our
claim that SAODV sends fewer control messages (RREQs
and RREPs) than SAODV-D, though each packet needs
more processing.

7 Conclusion

SAR enables the discovery of secure routes in a mobile ad
hoc environment. Its integrated security metrics allow ap-
plications to explicitly capture and enforce explicit coop-
erative trust relationships. In addition, SAR also provides
customizable security to the flow of routing protocol mes-
sages themselves. Routes discovered by SAR come with
“quality of protection” guarantees. The techniques enabled
by SAR can be easily incorporated into generic ad hoc rout-
ing protocols as illustrated by our implementation example -
SAODV. The processing overheads in SAR are offset by re-
stricting the scope of the flooding for more relevant routes,
providing comparable price/performance benefits.
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